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Course Code
Course Name

L-T-P-C 2-0-0-2

Intended for MBA

Mutual Exclusion NA

Approval 54th BoA (May 2024)

Course Contents

* Introduction to Cyber security: Defining Cyberspace and Overview of Computer and Web-technology,

Architecture of cyberspace, Communication and web technology, Internet, World wide web, Advent of in-
ternet, Internet infrastructure for data transfer and governance, Internet society, Regulation of cyberspace,
Concept of cyber security, Issues and challenges of cyber security. Cyber security terminologies- Cy-
berspace, attack, attack vector, attack surface, threat, risk, vulnerability, exploit, exploitation, hacker., Pro-
tection of end user machine, Critical IT and National Critical Infrastructure, Cyberwarfare, Case Studies.
(5 Hours)

Cyber crime and Cyber law: Classification of cyber crimes, Common cyber crimes- cyber crime target-
ing computers and mobiles, cyber crime against women and children, financial frauds, social engineering
attacks, malware and ransomware attacks, zero day and zero click attacks, Cybercriminals modus-operandi
, Reporting of cyber crimes, Remedial and mitigation measures, Legal perspective of cyber crime, IT Act
2000 and its amendments, Cyber crime and offences, Organisations dealing with Cyber crime and Cyber
security in India, Case studies. (6 Hours)

Social Media Overview and Security: Introduction to Social networks. Types of Social media, Social
media platforms, Social media monitoring, Hashtag, Viral content, Social media marketing, Social media
privacy, Challenges, opportunities and pitfalls in online social network, Security issues related to social
media, Flagging and reporting of inappropriate content, Laws regarding posting of inappropriate content,
Best practices for the use of Social media, Case studies. (6 Hours)

Data Privacy and Data Security: Defining data, meta-data, big data, nonpersonal data. Data protection,
Data privacy and data security, Personal Data Protection Bill and its compliance, Data protection principles,
Big data security issues and challenges, Data protection regulations of other countries- General Data Protec-
tion Regulations(GDPR),2016 Personal Information Protection and Electronic Documents Act (PIPEDA).,
Social media- data privacy and security issues. (6 Hours)

Cyber security Management, Compliance and Governance: Cyber security Plan- cyber security policy,
cyber crises management plan., Business continuity, Risk assessment, Types of security controls and their
goals, Cyber security audit and compliance, National cyber security policy and strategy. (5 Hours)

Text Books

1. Sumit Belapure and Nina Godbole, Cyber Security Understanding Cyber Crimes, Computer Forensics

and Legal Perspectives, Wiley India Pvt. Ltd.

2. Henry A. Oliver, Security in the Digital Age: Social Media Security Threats and Vulnerabilities, Create

Space Independent Publishing Platform.
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